Attachment II

Subject Index for
Interior Regulations and Guidelines Concerning the Use and Safeguarding of
Personal Information in Identifiable Form

I. Departmental Cyber Security Policy Framework

e 375DM 19
e OMB Circular, Appendix 111
e (OCIO Directive:

= 2006-008
*=  2006-009
= 2005-016
= 2004-007
* 2001-005
= 2002-015

* OCIO Memorandum Annual End-user Federal Information Systems Security
Awareness Training, March 2006
e NIST Special Publications:

»  800-66

= Draft SP 800-53 Revision 1
= SP800-53

= SP 800-47

« SP 800-37

Federal Information Processing Standard FIPS 200
II. Departmental Privacy Framework

The following references are available electronically at the Interior Privacy Program
Website (www.doi.gov/ocio/privacy),
e The Privacy Act (5§ U.S.C. 552a)
E-Government Act of 2002
Computer Matching Privacy Protection Act
FIPS 201 on HSPD12
OMB Circular A-130, Appendix I
43 CFR 2.45-2.79
383DMCh.1-13
OMB Memoranda hitp:/www.whitehouse.gov/omb/inforeg/infopoltech.html#pg
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Subject Index of Topics Related to Safeguards and Use

¢ Accounting of Disclosures 43 CFR 2.57
(Privacy Act requirement) 383 DM 3.12
383DM7.7& 7.8

e Alteration of Records Prohibition
383 DM 9.6
43 CFR 2.52(c)

e Collecting Information from
Individuals Requirements 43 CFR 248 (a) (c) &
(d)
383 DM 4.7

e Computer Matching Programs 383 DM 12
OMB Circular A-130,
Appendix I,
Sec. 3.a.(5)

e Conduct of Employees 43 CFR 2.52
383 DM 3.8
383 DM 7, Appendix I
383 DM 9
375 DM 19

e Consent of Subject to Disclose 43 CFR 2.56 (a)
o Exceptions to the Consent Rule 43 CFR 2.56 (b) & (c)

¢ Contractors 43 CFR 2.53
383 DM 4.6

e Contract Reviews OMB Circular A-130,
Appendix I,
Sec. 3.a.(1)

¢ Criminal Penalties 43 CFR 2.52 (d)
383 DM 3.8
383 DM 9.7



e Disclosure Restrictions to Third Party Requests
o Exceptions to Disclosure
o Accounting Requirements

o Guidelines on Disclosure Requirements
o Within the Department

e Disposition Requirements
e Handling of Privacy Act Records
e Homeland Security Presidential Directive (HSPD12)

(sce specific Privacy requirements)

e Identifying Sensitive Information
Information Act

o Information Collection
o Limit Collection of Information

o Relevant and Necessary Info

e Inspections of Records Maintenance

o Integrity of Records

¢ Maintenance of Records

43 CFR 2.56

383 DM 3.9

383 DM 7

43 CFR 2.56 (b) & (c)
43 CFR 2.57

383 DM 7.7 & 7.8
383 DM 7.6

383 DM 7.2

383 DM 8.8
43 CFR 2.64 (c)(1)

383DM 9
43 CFR 2.52(a)

FIPS 201

OMB Memoranda
M-05-24
M-06-06

DOI PIV Guide

Freedom of

383 DM 15
43 CFR Part 2

383 DM 4.7

OMB Circular A-130,
Memo Sec. 8.2.9.(b)

OMB Circular A-130,
Memo Sec. 8.a.2.

383 DM 9.2

383 DM 1.2.C.

383 DM 3.14

43 CFR 2.51
383 DM 3.7

383 DM 3.4



e Privacy Impact Assessments E-Government Act of
2002 (section 208)
OMB Memorandum
M-03-22

¢ Privacy Program Reviews 383 DM 3.13
383 DM 3, Appendix |
OMB Circular A-130,
Appendix I, Sec.3.

e Privacy Warning Notice 383 DM 8.3 and
[llustration [
43 CFR 2.51(b)(1)

o Safeguarding Privacy Act Records 43 CFR 2.51 (b)

383 DM 2.4

383 DM 3.7

383 DM 8

393 DM 9.3,9.5 &
9.6

OMB Circular
Appendix I and [11

e Social Security Number Use 383 DM 11
o Standards for Maintenance of Record 43 CFR 24
o System Manager for a Privacy Act System 43 CFR 246 (1)
383 DM 1.4.F.
383 DM 4.4.C.
o Access Requests 43 CFR 2.63 (a)
o Access Decisions 43 CFR 2.64
o Amendment to Records 43 CFR 2.71 -2.75
383 DM 6.8
o Contracts 43 CFR 2.53 (b)
o Disclosure Requirements 43 CFR 2.56 (b)(3)
o Denials 383 DM 6.8
o Exempted Records 383 DM 6.4
o Notification Requests 43 CFR 2.60 (a)
43 CFR 2.61 (b)
o Recordkeeping Requirements 383 DM 6.10

¢ Transfer of Records 383 DM §



